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Abstract. Biometric information is regarded as highly sensitive mfiation and therefore encryption tech-
niques for biometric information are needed to addressrigand privacy requirements of biometric infor-
mation. Most security analyses for these encryption tephes focus on the scenario of one user enrolled in
a single biometric system. In practice, biometric systeresdeployed at different places and the scenario of
one user enrolled in many biometric systems is closer tityeld this scenario, cross-matching (tracking users
enrolled in multiple databases) becomes an importantgyitlereat. To prevent such cross-matching, various
methods to create renewable and indistinguishable bigrrrefierences have been published. In this paper, we
investigate the indistinguishability or the protectioragigt cross-matching of a continuous-domain biometric
cryptosystem, th&IM. In particular our contributions are as follows. Firstlye wresent a technique, which
allows an adversary to decide whether two protected biomedference data come from the same person or
not. Secondly, we quantify the probability of success of @easary who plays the indistinguishability game
and thirdly, we compare the probability of success of an eshrg to the authentication performance of the bio-
metric system for th&ICYT fingerprint database. The results indicate that althougeéiric cryptosystems
represent a step in the direction of privacy enhancemenéra/eot there yet.

1 Introduction

When Alice wants to prove her identity to a biometric autieiion system she provides a biometric
trait and the system compares the measured biometrics tefeeence biometric information. If the two
match, Alice is authenticated. For the purpose of authatidic, in our model Alice does not need an
additional password or token and her reference biometentity is stored by the authenticating entity.
The authenticating entity, however, has to safeguard tivaqy of Alice. This important responsibility
can be addressed using a variety of requirements and teswiqr storing and processing biometric
data, for details which include template protection tegbas, encryption, etc. we refer to [11].

One of the privacy threats spurred by the widespread useoofdiric applications is the ability
to track users across applications by comparing biometfierences facilitated by the uniqueness and
persistance of biometric characteristics. Several couneasures have been identified to prevent cross-
matching, which include: (1) the avoidance of central dasals by the application of the data separation
principle, which recommends storing biometric refereraean individual secure token or smartcard, (2)
the provision of confidentiality of biometric referencesdaycryption techniques such as DES or AES,
and (3) the application of renewable and unlinkable bioimeaferences by means of a diversification
process. Renewable and unlikable biometric referencessmond to techniques such as discrete fuzzy
extractors [4] and continuous fuzzy extractors [1]. Camtitss fuzzy extractors are also referred to as
biometric cryptosystem [6], while the term biometric teatpl protection often refers to the combination
of all the previousmentioned countermeasures to provide confidentialityewaibility and authenticity
for biometric references [11].

In this paper, we investigate the privacy enhancementdatred by a biometric cryptosystem assum-
ing that an attacker has access to protected biometricerefes in at least two databases. The biometric
references are assumed to be protected only by a renewablpreferably unlinkable diversification
transform, and additional methods such as data separatidata confidentiality are not used. In our



model, the biometric references are protected againstahusvo ways. Firstly, a protected biometric
template reveals almost nothing about the biometric claratics of its owner and, if a database with
protected biometric templates is compromised, the attackenot learn much about the compromised
data. Secondly, if such an intrusion is detected the predebtometric references can be revoked and
renewed, since at any time the protection scheme can beliezhjgm the original or newly acquired
data.

There are two classes of biometric cryptosystems techsjgubich are fundamentally different.
The first class considers biometric information as discvat@bles (a collection of points) and has been
formalized by Dodiset al. [4] in their definitions for fuzzy extractors and fuzzy skets. The second
class, considers biometric information as continuousalses (probability distributions, which describes
the behavior of a user’s biometrics over time) and has beendiired by Linnartz and Tuyls [9] and
Buhanet al. [1]. Both methods use a random, binary string to protect thenbtric information. The
result of this process is known as sketch and is considerbd public.

In this paper, we investigate and quantify the indistingalslity offered by acontinuousbiometric
cryptosystems scheme. The scenario is the following: ttaelegr, Charlie, learns that a particufao-
tected biometric referendaelongs to Alice. This step is not particularly challengfogCharlie since it
is assumed that protected biometric references are piNwiw, Charlie would like to know what other
accounts Alice has and what information is associated Wiisd accounts. Therefore, the question we
ask is:

What is the probability that given protected biometric reference that belongs to Alice, Charlie can find
another protected biometric reference of Alice in a targatiathase?

OUR CONTRIBUTIONS.Our contributions are threefold. Firstly, we present a mégphe, which allows an
adversary to matcharotectecbiometric references generated usirgpatinuousmethod, e.g., Quantiza-
tion Index Modulation, QIM) proposed by Linnartz and Tuyls [9] and extended by Bugtaai.[2]. Sec-
ondly, we quantify indistinguishability by means of the istthguishability game proposed by Simoens
et al. [12], and the limitations of this approach are outlined.rdilyi an alternative, practical evaluation
to quantify indistinguishability is described and resdtisreal-world biometric data are provided based
on theMCYT fingerprint database.

2 Preliminaries

NOTATION. By capital letters we denote random variables while smélkigs are used to denote observa-
tions of random variables. A random variable is completelgadibed by its probability density function.
A random variable is endowed with a probability distributiofis (a). With A% we denote the random
variable endowed with a discrete probability distributifn: (a) while A€ is used to denote the random
variable endowed with the continuous probability disttiba f4-(a). We use the random variablg
when referring to a biometric identifier, which is represehis ann-dimensional feature vector. We
assume that elements of the feature vector are independéidentically distributed, as commonly as-
sumed in the biometric literature, more details on tramsédion techniques for biometric data can be
found in Dudagt. al[5]. Subscripts are used for referring to components of govewhile superscripts
are use for enumerating elements of the same type.

The description of th€IM-fuzzy embedder is given for one generic feature elememhich in fact
completely describes the whole process due to the indepeadessumption. The universe of all users
with a given biometric identifier is denoted bi We use variabld® when referring to public, protected
biometric data, also referred to as a sketch. WeHise denote the key used to protect the biometric data.
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Fig. 2. Quantization ofX with two scalar quantizerg), (the
Fig.1. By quantization, f4(a) (continuous line) is trans-set of X points) and); (the set ofo points), corresponding to
formed intofg(4)(a) (dotted line). We can writ€(fa(a)) = key bitsko and k1 respectively both with step sizegives the
foca(a). result,po andp; respectively.
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When referring to noise we use the varialle We write [z] = for every real number

x € R, whereby{z} we denote the fractional part of number

QUANTIZATION. A continuous random variablg can be transformed into a discrete random variable by
means of quantization, which we wrif¢( A). Formally, a quantizer is a functia : &/ — M that maps
eacha € U into the closesteconstruction pointn the sethM = {c;, ca,--- } by

Q(a) = arg c%} d(a,c;) @

whered is an appropriate distance measure definetf on

TheVoronoi regionor thedecision regiorof a reconstruction point; is the subset of all points i1,
which are closer to that particular reconstruction poigintio any other reconstruction point, with re-
spect to a specific distance measure. We denoteWyittihe Voronoi region of the reconstruction poist
When A is one dimensionaly) is called ascalarquantizer. If all Voronoi regions of a quantizer are equal
in both size and shape the quantizenrgform In the scalar case, the length of the Voronoi region is then
called thestep sizelf the reconstruction points form a lattice, the Voronoiicegs of all reconstruction
points are congruent. By quantization the probability dgrianction of the continuous random variable
A, fa(a) (which is continuous) is transformed into the probabiligndity functionf4)(a) (which is
discrete).

HIDING CODES FOR CONTINUOUS VARIABLES Quantization based data hiding codes as introduced by
Chenet al.[3] (also known as quantization index modulation) can endetet information into a real-
valued quantity. AQuantization Index ModulatiQmQIM : &/ x K — M data hiding scheme can be
seen as a set of individual quantizel@,, Q2, ... Qa2 }, where2™ = |K| and each quantizer maps
x € U into a reconstruction point. The quantizer is chosen by ripetivaluek € K. We write Q. ()
to denote the quantization operati@iM(z, k). The set of all reconstruction pointsig = . 5 M
whereM;, € M is the set of reconstruction points of the quanti@gr, andk is known as thdabel of
the reconstruction poir@(z).

The amount of tolerated noise or the reliability is detemmlity the minimum distance between two
neighboring reconstruction points. The size and shapéifitr dimensional quantization) of the Voronoi
region determines the error tolerance. For the scalar gpaanih the previous example



Qr(7) = Qk(y) when d(Qx(z),y) < g

The number of quantizers in tl@IM set determines the amount of information that can be emldedde
By setting the number of quantizers and by choosing the sha@esize of the decision region the per-
formance properties can be finely tuned, more details canuw®lfin Buhanet al. [2].

3 QIM Biometric Cryptosystem

A biometric cryptosystem aims to protect the stored bioimédentity of a user from abuse in two ways.
Firstly, a protected biometric reference should reveabalmothing about the underlying biometric and
if a database with protected biometric reference is comjmedn the attacker cannot learn much about
the biometric. Secondly, if such an intrusion is detectedatotected biometric reference can be revoked
and renewed, since at any time the protection scheme campplied on the original data.

The main challenge in protecting biometric referencesgusigptographic techniques is coping with
noise, which is always introduced into biometric samplesngudata acquisition and processing. Bio-
metric cryptosystems can transform a noisy, biometric mn@gsent represented as a sequence of non-
uniformly distributed real numbers into a reproduciblejfarmly-distributed binary string. There are
many parameters that control this transformation, for glarthe length of the output binary sequence,
the probability that two measurements coming from the saseesuwill be mapped to the same binary
sequence, etc.

Two abstractions, secure sketches and fuzzy extractoespveposed by Dodigt al. [4] to describe
the process of transforming a biometric characteristio ateproducible, uniform binary sequence. A
secure sketch can correct the noise between two biometasunements coming from the same user by
using some public information called a sketch. The resudt sécure sketch is a reproducible sequence,
which is not, necessarily, uniformly distributed and thus suitable to be used as cryptographic keys.
Fuzzy extractors can be used to extract randomness fronebigndata to make the output of a secure
sketch suitable for usage as cryptographic keys. Both narigins work only on biometric data repre-
sented as discrete variables. The process of transformaugtinuous variable into a discrete variable
influences the performance of fuzzy extractors and sectelshs.

Fuzzy embedders were proposed by Bulergl. [2] as an extension to the fuzzy extractor idea. A
fuzzy embedder can transform a noisy, hon-uniform contisu@riable, into a reproducible, uniformly
random string, which is suitable to be used as a cryptogealgdy. Basically, the function of a fuzzy
embedder is the same as the function of the fuzzy extraatibritdoscope is extended so as to accept
continuous variables as input. A fuzzy embeder is a pair@fgudures. The first is the embed procedure,
which is used once when the biometric data is protected amedsbn an untrusted server. The second is
the reproduce procedure, which is used to authenticatestiretoi the server.

QIM BIOMETRIC CRYPTOSYSTEM.Linnartz et al. [9] were the first to suggest how to u§dM for the
protection of biometric data. The main advantage is thahtigation (or discretization) of the biometric
data is not required, sind@IM works on continuously represented data. dti, al [8] argue that per-
formance measures like min-entropy or entropy-loss areebglt of the quantization parameters used.
The larger the quantization step, the less entropy is ldfiendiscrete biometric data and the easier it is
to reconstruct the secrgtvice-versa the smaller the quantization step, the mor@gptremains in the
discrete biometric and the harder it is to reconstfuct



Definition 1 (QIM-fuzzy embedder [2]).A (U, X, K,n,m, q) - QIM-fuzzy embedder is a pair of ran-
domized procedures Embed, Reproduce > where

— Embed is a function used during enrollment that outputs a sketeh[—2, Z2]™ on inputk € K and
r € X;
— Reproduce is a function used during verification that given a wafand any sketch = Embed(z, k)
outputsk as long asi(z;, x;) < 2, (V)i € {1,m}.
For any random variableX overi/ the probability that an adversary who obsenBguessesX is at
mostn = I(X; P)

For QIM the enrolimentphase consists of a three step procedure that is appliedchnfeature vector
component:; separately as shown Fablel.

Enrollment:

1. Generatek; € {0, 1};

2. Apply: Embed(x;, ki) = Qu, (zi) — i = pi;

3. Publish:p;;

Verification:

1. Reproduce(z}, p;) = ki, wherek; is the label of the reconstruction poi[ﬁ#]q
2. If k; = k. accept, otherwise reject;

Table 1. Enrollment and verification algorithm for tHeIM, biometric cryptosystem. We observe that the biometricskey
andk; will be exactly the same as long d6r;, x;) < £.

During authentication a noisy biometric feature vectaf = (2,2, - 2],) is collected. Verifica-
tion of a user is performed by reproducing each bit of the leisim key, k; from the biometric measure-
mentz; and the corresponding sketph The reproduction procedure finds the closest reconsructi
point for Q(«} + p;) € M and returns the label, 0 or 1, associated with this point.dguision to accept
or reject a user is done by comparing the obtained Ketp the enroliment key.

Example 1We want to hide one bit of informatiott, € {0, 1}, into the real value:;. For this purpose we use a scalar uniform
quantizer with step sizg, given by roundinge; to the closest reconstruction point. The public sketch mmated as:

T
XTi) = — .
Q)= | 2]
The quantizer) is used to generate a set of two new quantiZ€ps, 1 } defined as:
1
Qo(wi) =n(zi)g  and  Qu(zi) = (n(zi) + 5)g.

In Figure 2 the reconstruction points for the quantizgr are shown as circles and the reconstruction points for thetqer
Qo are shown as crosses. The embedding is done by mapping thierpdd one of the reconstruction points of these two
guantizers. For example, & = 1, x; is mapped to the closestpoint. Therefore,

po = Embed(xl7 k = O) = Qo(xz) — T and P11 = Embed(xz,k: = 1) = Ql(xz) — Ty

wheren(xz;) € Z is chosen such tha€)y (x:) — z;| < Z. The result of the embedding is the distance vector to theesear
or o as chosen by. During the reproduction procedusg is perturbed by noise then quantizer will assign the reckdata to
the closestx or o point, and output 0 or 1 respectively. The set of the two gmarg{Qo, Q1 } is called aQIM.

Definition 2 (Related Sketches)Let (U, X, K, n, m, q) be aQIM-fuzzy embedder. We say that =

Embed(z, k) andp), = Embed(a2’, k') are related sketches as long éér;, ;) < 4, (V)i € {1,m} for
any pair{k,k'} € K.



4 A theoretical measure of indistingishability for the QIM fuzzy embedder

n-INDISTINGUISHABILITY. The aim of a biometric cryptosystem, which featuresitkindistinguishability
attribute as defined by Simoeatal.[12] is that no adversary has a significant advantage oveloran
guessing in determining whethersketches P, P, - - - P, } are related or not.

Simoenset al. [12] model n-indistinguishability as a game where it is assumed thatdueraary
has obtained a database of protected biometric referendesants to find the sketches that are related
to the reference he holds. As it is the customary in cryptgigyathe adversary is assumed to know all
algorithms used to protect the biometric references.

2-INDISTINGUISHABILITY (Simoenset al. [12]). For completeness, we give the description of the game, for
two sketchesr{ = 2) below.

1. The challenger randomly selects the variakle ¢/ and sample to obtainz € X. He also selects
a secret key:() ¢ K and gives the output of the embed procedure, the sket¢h the adversary.

2. The challenger flips a fair coia € {0,1}. If ¢ = 1, the challenger samples variabl again to
obtainz’. If ¢ = 0, the challenger selects another random varidble ¢/ and sample§” to obtain
y € Y. Regardless of the result of the coin flip, the challengezcsla new secret key?) and gives
the output of the embed procedur®, to the adversary.

3. The adversary’s aim is to guess correctly whethecomes fromr or y. In particular, the adversary
outputs a single bi¢ € {0, 1} and he wins the game é = c.

The advantage of the adversary in the indistinguishaliiésne is defined as:

1 1
Prlc =c¢] — = Pr[c - =
rl¢ = c 5 r[¢ # c] 5
Notice that we model biometrics as anrdimensional variable and therefore an adversary who gsess
¢ = c has to maken correct guesse$t; = c1)A(C2 = c2) A---A(Ey = ¢;,) ONE for every component
of the public sketch. As we made the assumption that compgsiirethe features vector are independent
we can write:

Adv27IND =2 =2

Pric =c] = H Pri¢; = ¢
i=1

Without loss of generality, in the rest of this section we @amtrate on evaluating the advantage of the
adversary in the indistinguishability game for one corigaotss of the forngé; = c;, and all definitions

are given for a4, X, K,n,1,q) QIM-fuzzy embedder . The adversary in the above game is called
Charliejyp and his advantage in the game is defined as:

1
Prie; # ci] — 5' )
Definition 3 (e-Indistiguishability.). An(U, X, K, n, 1, q) QIM-fuzzy embeddet Embed, Reproduce >
is e-indistinguishable if for any adversa§harlie|yp, such thatAdv, _inp = Advcharlie,y, it holds that

Advy_\\p < €

, 1

Definition 4 (QIM-Distinguisher). For any two sketches,, andp,, generated by afi/, X, K, 7,1, q)
QIM-fuzzy embedder Embed, Reproduce > the function?, defined as:

L, if |pe, — py,| <O, of [pe, — py, — 2| <6, or [pe, — py, + Z| < 6;
5 _ y TPz — Py;| = 0, Px; =Py, — 3|1 >0, Dz; — Dy; T 5] <05
H (P Pyi) {O, otherwise.

is a QIM-distinguisher.



A few explanations are in order to motivate the introductidrthe parameted in the definition of the
distinguisher. For an average user Alice, the distancedmrivivo random samplingsandz’ of variable

X is at mostd, d(zalice; Tpjice) < 3. However, if Charlie, knows that the biometric data of theruse

is targeting for cross-matching (Dave) is better (lessenbistween different samplings) compared to
that of the average user (Alice), Charlie has an additiodabatage. We model this advantage by the
introduction of the parametér By choosing a valué Charlie has control over the distance between two
biometric measurements of DavBzpave, Tp,ye) < 0 < %, for example.

Lemma 1 (Distinguishing related sketches.)Let z; and z; be two samples of random variabl€,
furthermore letr; = x; + d;, with |[5;] < Z. For any, two related sketches, andp,, generated by an
U, X, K,n,1,q) QIM-fuzzy embedder. Embed, Reproduce > the QIM-distinguisher always outputs
the value 1.

Proof. To make the proof more readable, we firstly analyze the sircgde when the sampling of vari-
able X, yieldsz; = z. This case corresponds to the scenario when there is no Inefseen different
enrollment samples of useéf. Secondly we extend the simple case to the scenario whearetitf en-
rollment samplesy andz’ of userX are subjected to noisé(x;, «}) < §. For both cases we derive the
value of the difference,., — p,, when the two sketches are related and we showrtiat (p..,, p,,) and
HO(ps;, py,;) @re equal to 1 in both cases.

SIMPLE CASE ¢; = 7). Although the different keys:(!) and £(2) are used to generate sketches dor
andz’ respectively, we discovered there is a simple test to vevtigther the resulting sketchps) =
(Par» Paas* * Da) @NADPT) = (Do, pyy -+ - Doy, ) are related. Each elemept, andp, of the public

sketches is computed ag;, = Embed(:z:i,kz(l)) = Q. (xi) — z; andp, = Embed(a;;,kz@)) =

Q@ («}) — «%, where quantization is defined in equatfon (2). In derivirdjsinguishing function, the
ad\zlersary can distinguish three cases:

Case I: The result of the coin flip i®; = 1, (z; = 2}) and the key bits are equ{aki(l) = kl@). By
subtracting the two sketches the adversary obtains:

Pa; = Dt = (Quen (20) — @) = (Qqo (w3) — i) = 0;

Case Il: The result of the coin flipis; = 1, (z; = «}) however the key bits are differe(‘kz(l) # kf)).
By subtracting the two sketches the adversary obtains:

Pz, — Py = Qo0 (%) — @i — (@ (%) — w5)

= Q0 (i) = Qe () = ig

Figure 2 shows that embedding two different bits in the same vallidegid always to sketches that
are complementaryy — p; = 4.

Case lll: The result of the coin flip is; = 0 andz; # z when subtracting two sketches the result is
different from 0 or+4.

To summarize, by subtracting,, andp,, we obtain

0, if (Ci = 1)
Pz — Py; = :I:%, if (Ci = 1)
Pz; — Dy, if (Ci = 0)?



Therefore whem,, andp,, are relatedp,, — py,| € {0, 2} andH°=°(p,,,py,) = 1.

GENERAL CASE ((z:,z;) < ¢). During enroliment, multiple measurements for the sameviddal are
taken. The average of these measurements is computed aad areference information. Due to
the unpredictable amount of noise existent in each measuntetne reference information changes as
well. The extended case, models this scenario by assuménghih biometric reference information of
personX gives two different reference values andz that are within distancé and therefore we set
d(z;,x}) < 6. Derivation of functionp,, — p,,| is straightforward, by replacing’ = = + ¢ in the three
cases derived in the previous paragraph. As a result wenobtai

(=0, ), if(c; = 1) A (k") = k)
[Pai = Pyl € { (~§ =0~ +0)U(§—08.4+0)if(ci =1) Ak £ k) 3)
Pz; — Py; if(ci = 0);

Therefore whem,, andp,, are related’(p,,, py,) = 1.
O

In fact, z; andz) can be samples from different distributions, as long as timelitions of lemma 1
are satisfied, the distinguisher returns 1.

Lemma 2 (e-Indistinguishability for QIM- fuzzy embedder).An (U, X, K,n,1,q) QIM-fuzzy em-
bedder< Embed, Reproduce > is e-indistinguishable for any adversaGharliejnp, and it holds that:

[ o toienan 1) = ¢
A

whereA = (—§ — 6, —4 +36) U(—=6,6) U (g — 6, 3 +9) and fp,, is the probability distribution of the
difference betweerR,, — P, and P,,, P,, are the random variables from whigh, andp,, are sampled.

Proof. If the adversary useX? for guessing the challengers coin flip he will always guessih, p,,

are not related wheR? (pa;» py;) = 0, regardless of the coin flip. The adversary also guessepthai,,

are related wheft’ (p,,,p,,) = 1 andc; = 1. The adversary makes an incorrect guess when the coin
flip is ¢; = 0, (the sketches are not related) Bit(p.,, p,,) = 1. It follows that the probability of an
incorrect guess can be derived from :

Pri¢; # ¢;] = Pr[¢; = O|c; = 1]Pr[c; = 1] + Pr[¢; = 1|c; = 0]Pr[c; = 0]
According to lemma 1, the distinguisher always returns 1we sketches are relateBERR=0).

Therefore, the probability that the adversary gueéses 0, whenc; = 1, is 0. Thereforér[¢; = O|c; =
1] = 0. The probability that the adversary gueségs- 1 whenc; = 0 is:

Pl’[éi = 1‘01‘ = O] = Pr [Hé(pxwpyi) =1

ci:O}

When knowing the probability distribution of the sketél denoted byfp, (p), we can compute prob-
ability distribution for the difference between variablbg, = P,, — P,, (as an exercise, in Appendix
A we computefp,, when f,(u) is modeled as a normal distribution with mean= 0 and variance



L L I L L L i
02 0.4 0.6 6 0.8 1 12 14

(5 g 14

Fig.3. Pr[¢; # c;] for ¢ € {0.5,1,1.5,2,2.5} when variable Fig. 4. e-Indistinguishability for art/, X, n, 1, g-fuzzy embed-
X is sampled frond/ = N(0, 1.) derforq € {0.5,1,1.5,2,2.5} and = N(0,1).

0% = 1), we can write*

PR (s 2a) = Les =0 = [ fo, (o0
A
The probability that the adversary makes an incorrect gigaberefore:

Priéi # i = [ fog (o(t))dr @
A

Substitutions equation (4) in equation (2), proves theamlge = | [, fpp, (p(t))dt —1|. An adversary

with an improved strategy or a superior distinguisher haasdsantage that is larger compared twhich
completes our proof. O

EVALUATION OF THE ADVERSARY ADVANTAGE. Figure 4 shows the bounds efindistinguishability for

an (U, X,n,1,q) fuzzy embedder for several quantization stepshen the probability distribution of

U is modeled as a normal distribution with= 0 ande = 1. We conclude that the advantage of Char-
lie in the 2-Indistinguishability game is significant andricreases with the quantization step (which is
preferred in practice as it increases the classificatiofopaance of the biometric authentication). An-
other interesting observation is that, Charlie has a laagleantage when targeting a person which has
very stable biometric identifiers. This means that an adwgrsan easily identify protected biometric
references which come form the same person and the more gt@dbiometric the more accurate is his
identification (Dave vs. Alice).

In the next section we use the distinguistiét, as defined in this section to execute a cross-matching
attack on real biometric data.

! We note that when evaluatirgr[é; = 0O|c; = 1] one should condition the output on the values of the key thitsefore
havePr[é; = O|c; = 1] = Pr[e; = Olc; = 1[k{" = kP IPr[k{” = k2] 4 Prle; = 0lc; = 1k # kP Pr[kl” # £2)]
However, when the sketches are not related the probaHilitiythe functiori<® gives a 0 or d4[is not influenced by the
key bits.



5 A practical measure of indistinguishability for the QIM fuzzy embedder

Although the concept ofi-indistinguishability is very suitable to describe thedtetical advantage of
an attacker, it has its limitations. The concept describesatdvantage of an attacker with respect to
a perfectly indistinguishable system. On the one handgptihdistinguishability is hard to achieve
when employing only biometric cryptosystems due to therimlcerrelation of the data used to generate
related biometric references. On the other hard, indiatsiability isnot hard to achieve when biometric
template protection techniques are employed. The pratduitametric reference is encrypted and the
encryption key is stored outside the database, for exampiesmartcard. A user who wishes to verify
his identity uses the key stored on the smartcard to dechgsketch and then proceeds to perform
biometric authentication. The ciphertext indistinguisiity of most encryption schemes guarantees that
the biometric sketches achieve indistinguishability. rEfigre, in this section we investigate the other
side of the indistinguishability game presented in the ijpev section, namelig there a gain in privacy
with respect to cross-matching, when using a biometric togystem?

To answer this question we compare the classification pagnce of thé/ICY T fingerprint database
in two distinct scenariosScenario Imodels the classification performance of (QBEVI-fuzzy embedder
during normal operation. User is first enrolled in the biometric system and the public dkeig is
computed a®, = Encode(z, k). During verification the user presents his biomettiand the server
computeReproduce(z’, p,) = k’. Authentication is considered successful if the Hammirsgedice be-
tweenk andk’ is zero. For aQIM-fuzzy embeder the percentage of successful authenticdépends
on the distance tolerated betweerand 2/, which is a function of the quantization stepgiven by
d(x,2") < 2. Scenario llcorresponds to the scenario when the adversary has actaegtotected bio-
metric referencesy, = Embed(x, ks) andp, = Embed(y, k). In this case, classification performance
is evaluated using the distinguisher functi@iﬁ(px,py) constructed in Section 4.

We propose to use cross-matching performance differeret@gebn unprotected and protected bio-
metric references as relevant measure for indistinguityalihese properties can be described by a
receiver operating characteristic cunk(JC) indicating false match and false non-match rates. In this
section, for the evaluation we use tRNECYT database [10], which is known in the literature as a good
quality data set and has good classification performanctherrurrent context of testing for indistin-
guishability a good quality database is rather a pessitni$toice. We expect that the sketch classifi-
cation performance improves with good quality data (ledsenexpected between biometric references
collected from the same person).

DATA SET DESCRIPTION.The MCYT database consists of fingerprints collected from 323 iddiis.
For each individual, 12 fingerprints images have been cagtunder the supervision of an operator.
Fingerprint images were collected with an optical sensdgi(&l Persona), which gives as output images
having resolution o256 x 400 pixels and 8 bit gray-scale levels. From the total of 323\irllials,
80% are used for training the algorithm and the rest@¥; (approximately 66 individuals) are used
for testing the performance of the algorithm. During tegtithe data is split into two sets. The first set
consisting of 4 fingerprints are used as enrollment data.sEeend set consisting of 8 fingerprints is
used as verification set. For each round of experiments Drargplits are performed on the testing data
and the results are averaged.

Each fingerprint in the database is processed and reprdsentefixed length vector. To describe the
shape of the fingerprint, two types of features are extradtbd first feature vector is the squared direc-
tional field and the second feature vector is the Gabor respohthe fingerprint, details can be found
in Tuyls et al. [13]. The resulting feature vector is a concatenation ofsitpgared directional field and
the Gabor response and describes the global shape of thepfiimgyén 1536 elements. Prior to applying
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Fig. 5. (Scenario l)Classification performance when thEM biometric cryptosystem is applied on théCYT fingerprint
database. Testing data is split into two sets. The first sebtgdsurements) is used during enrolment while the second set
(8 measurements) is used during verification. SevefaC curves are obtained by varying the length of the featureovect
m, and the quantization step The classifier used is the Hamming distance betweandk’ = Reproduce(z, p,;), where

p. = Embed(z, k). TheEER value, expressed in percent, for each of the experimentstieg, as a function of the amount

of noise tolerated between biometric samples of the saniedie!, d(z, ') < £.

QIM, Principal Component Analysis (PCA) and Linear DiscrinmhAnalysis (LDA) transformations
are applied on each continuous-domain feature vector taceeids dimensionality to the desired length
while maintaining maximum discrimination. The PCA and LDarameters are obtained from the train-
ing set. The enrollment feature vector is constructed byammeg the set of enrollment feature vectors
of 4 measurements.

ERROR RATESThere are two dual measures in the biometric literature aswe resilience to noise. The
first is False Rejection Rat@"RR), which estimates the probability that the public sketclpefsonA

and a measurement of persdnproduce a faulty secret key. The second measuFalise Acceptance
Rate (FAR), which estimates the probability that a public sketch afspe A and a measurement of
personB produce the correct secret key of persténFor QIM the factors that influences ti&\R and
FRR values (besides the quality of the data, which is determinethe impostor versus genuine stan-
dard deviation) are: (a) the quantization stgmvhich determines the amount of noise tolerated between
biometric measurements of the same individdél;, ') < 2 and (b) the number of features that are
used. Different values for theAR andFRR are obtained by varying the maximum accepted Hamming
distance between measurements coming from the same p&rgsrcurve is calledReceiver Operating
Characteristiccurve ROC). The point where th& AR and theFRR are equal is known as thHequal
Error Rate(EER) and is used as reference point.

SCENARIO I. The first set of experiments, correspondsStenario land measures the performance of
the biometric recognition algorithm in a classical use acen userz is first enrolled in the biometric
system and the public sketgh is computed ag, = Encode(x, k). During verification the user presents
his biometrica’ and the server comput&eproduce(z’, p,,) = k’. Figure 5 shows theEER for differ-
ent quantization stepg) and different number of features:f, when the Hamming distance is used to
compute the distance betweBeproduce(z, p,.) and Reproduce(z’, p,). As expected, the smaller the
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Fig. 6. (Scenario l)Classification performance for the biometric sketches pred by theQIM-fuzzy embedder applied on
theMCY'T fingerprint database. Testing data is split into two dated#$ measurements each) and sketches are generated for
each biometric reference. The classifier used in this catbeQIM-distinguisheﬂ-[% (p=, py) given in definition 4. Th&ER

values are obtained by varying the length of the featureowect and the size of quantization stgpTheEER value, expressed

in percentage, for each of the experiments is plotted, asaifin of the amount of noise tolerated between biometrigsas

of the same individualj(x, z") < %.

guantization step, the less noise is tolerated and the high&ER. For example th&ER, goes up from
5.38% for ¢ = 3.5108.03% for ¢ = 1 (for m = 150 features). Also, the more features, the less accurate
the classification performance becomes. For examplenfer 200 features théER is approximately
5.5% while for m = 50 the error rates are significantly lower, approximat2ly3% (for q=3.5). The
reason for plotting the curves Figure 5 is to have a reference for the classification performandheof
public sketches.

SCENARIO II. The second set of experiments, correspon8denario lland measure the performance of
the cross-matching algorithm. The classifier used in thie @gaithe distinguishing functio’l°(5(px,py),
wherep,, is a sketch found in the first database apds a sketch found in the second database. The two
databases are obtained by randomly splittinghf@Y T database. The result & (p,, py), is a binary
string of lengthm (the number of components in andp,, respectively) where each bit is obtained from
equation (3). As shown iRigure 6 theEER goes down fron28.4% for ¢ = 1 to only 1.86% for ¢ = 3.5

(m = 200 features). Also, the more features are used, the less &ectheaclassification performance be-
comes. For example thel5% EER obtained forn = 50 features increases $003% EER for m = 200
features (fory = 2). 2 The results were obtained for settifig= 1, seeSectiond. As expected it seems
that the same settings that improve the classification paence of theQIM biometric cryptosystem
improve the sketch classification performance. In otherdadinking users across databases becomes
easier when the biometric classification performance inggoComparing the classification results ob-
tained inScenario landScenario llwe conclude that employing biometric cryptosystems impspthe
biometric sketch indistinguishability in most cases. Faraple, form=200 features, the classification
performance foly = 1 is 9% in Scenario Idecreases to 28.40%, for the same quantization step, and
m=100 features, the classification performance is 7.05%cinario land 22.56% irScenario Il

2 We note that a classification performancel df5% means that an attacker can guess W&t85% probability whether two
sketches are related or not.



The surprising result of these experiments is that, not thrayindistinguishability is not achieved for
all quantization steps but in some cases the sketch cladgficperformanceScenario 2, seeFigure 6
offers better performance compared to the biometric dlaation Scenario }, seeFigure 5. We explain
this phenomenon by the fact that in the classical biomelaigsification a 4:1 matching (4 measurement
used during enroliment and 1 measurement used for authgati¢ is employed. On the other hand
matching sketches represent a 4:4 comparison (4 measusearerused when computing the sketches
during enrollment) and thus sketch classification is lessupbed by noise. Kelkboonet al. [7] show
that a 4:4 matching (4 enrollment measurements:4 verificatieasurements) has superior classification
results compared to a 4:1 matching (4 enrollment measursneverification measurement). This sup-
ports, from a theoretical perspective the results we obthin practice. We consider these settings to be
realistic as current practice in the field is to collect npitisamples during enroliment and less samples
during verification.

The main conclusion is positive in the sense that biometgiptosystem have a positive effect on
privacy, with respect to cross-matching, however we seehave a lot to improve in this sense.

6 Conclusions

Privacy compliant databases should ensure that usersdistinguishable. In this paper, we show how
an adversary can distinguish between protected biometigcances generated with tdM-fuzzy em-
bedder. In this context we show that the advantage of an salwewho plays the indistinguishability
game is non-negligible. Secondly, we look at the indistislyability property from a practical perspec-
tive. We first randomly split th&ICYT fingerprint database into two databases such that eachnuber i
MCYT database can be found both databases. We appltlkkfuzzy embedder for each user using
different random sequences to protect the reference bimmsstmples in the two different databases.
On the protected references we apply the distinguishingtiom, to determine whether they belong to
the same user or not. As the performance of the cross-magteltiack depends on the amount of noise
tolerated between different samplings of a users biometeicompare the results to the error rates of
the normal operation point. The results indicated thatQhil method does provide a certain amount
of cross-matching resilience, but at the same time does eet the desired requirement of complete
unlinkability (and hence indistinguishability) when ugitheMCY'T fingerprint database.
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Appendix A
Computing fp,, (p), where Dp, = P! — P?

We computefp, whenf;,(u) is modeled as a normal distribution with megas- 0 and variance? = 1
For simplicity, in the rest of this paragraph we omit the uips .

Firstly, we concentrate on estimating the probability ritisttion of the public sketchP;, as a func-
tion of the quantization step. Widrowt al. [14] show how the probability density ofp(p) can be
constructed: the value of the sketch results from the qeatindin of ; falling at just the right places
within all the quantization boxes. Thus whénis a scalar uniform quantizer with step sizand recon-
struction points given b@)(n - ¢),Vn € Z, we can cutfx, (x) into strips of lengthy, stacking the strips
and then adding we arrive at:

fr(p) = {Zn fx(Q(ng) + p) if |p| < &

0, elsewhere

Figure 7 shows the probability distribution function of the skefehfor the variableX; quantized using
different quantization stepg € {0.5,1,2,3}. Widrow, et al. [14] observe that quantization is a deter-
ministic process as long @s< o, fp(p) is uniform.

Secondly we compute the probability distribution of valéab p, which represents the difference of
two random sketcheB(") andP(?). The joint probability is denoted witfip: p2(p!, p?) and is taken over
all the pairs of(p!, p?) wherep = p' — p?. We note that forP! and P? generated from a quantization
stepg we have—2 < p', p? < ¢ and—¢ < p < g wherep = p! — p?.
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Fig. 7. Probability density functiorfp, (p) for a random variableX modeled as as normal variabl¥(p, o) with 4 = 0 and
o = 1 and for different quantization stegsc {0.5,1,2,3} and-% <p < Z.

If we replacep! = t andp? =t — p Therefore:
q
fow) = [ Fpipatt = phi
—q

To compute the joint probability dP! and P? we observe that they are independent when the coin flip is
c = 0, (the sketches are not related) and they are completelyndieted (sampled from the same random
variable) when the sketches are relatee; 1. The joint probability ofP! and P? is then:

fpip2(t,t —p) = fpip2(t — plt) fpr(t)
= fpip2(t — plt|c) fp1(t) fc(c)
= %fPlPQ(t —plt,ce=0)fp1(t) + %fP1P2(t —plt,e=1)fp1(¢)
1

= §fP1(t) (fpip2(t —plt,c = 0) + fprpa(t — plt,c = 1))
= IOt —p) +1)

Since variables?! and P? are identically distributed the joint probability can beitéen as:

fpip2(t,t —p) = %fpl(t)(l + fp(t—p)).

Therefore, the probability density function of the diffece of P! and P! is:

fov) = [ 3Ip 01+ finlt =~ p)di



